All things legal

Data Workshop – 29th September 2015

A right to privacy? "It is well known that in English
law there is no right to privacy,
and accordingly there is no right
of action for breach of a
person's privacy. The facts of
the present case are a graphic
illustration of the desirability of
Parliament considering whether
and in what circumstances
statutory provision can be made
to protect the privacy of
individuals”
Lord Justice Glidewell
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A right to privacy.
European Convention on Human Rights 1950
UK - Human Rights Act 1998
Article 8.
1 Everyone has the right to respect for his private and family life, his home
and his correspondence..

2 There shall be no interference by a public authority with the exercise of this
right except such as is in accordance with the law and is necessary in a
democratic society in the interests of national security, public safety or the
economic well-being of the country, for the prevention of disorder or crime,
for the protection of health or morals, or for the protection of the rights and
freedoms of others.
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Data Protection Act 1998
•

Anyone who processes personal information must comply with the eight
principles

•

It provides individuals with important rights, including the right to find out
what personal information is held about them
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Common Law Duty

Principles

Legal protection for confidential information
derives from the common law. This provides
Information must be:
that information may be legally protected if it
• Fairly and lawfully processed is: (i) confidential in nature (eg health or
financial data); and
• Processed for specified purposes
(ii) disclosed in circumstances giving rise to a
duty of confidentiality
• Adequate, relevant and not excessive
•

Accurate and up-to-date

•

Not kept for longer than is necessary

•

Processed in line with individuals’ rights

•

Secure

•

Not transferred outside the European Economic Area without adequate
protection
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A little more common law
In practice, this means that all patient/client information, whether held on paper,
computer, visually or audio recorded, or held in the memory of the
professional, must not normally be disclosed without the consent of the
patient/client.
Three circumstances making disclosure of confidential information lawful are:
•

where the individual to whom the information relates has consented;

•

where disclosure is necessary to safeguard the individual, or others, or is in
the public interest; or

•

where there is a legal duty to do so..
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Your rights
•

a right of access to a copy of the information comprised in their personal
data;

•

a right to object to processing that is likely to cause or is causing damage or
distress;

•

a right to prevent processing for direct marketing;

•

a right to object to decisions being taken by automated means;

•

a right in certain circumstances to have inaccurate personal data rectified,
blocked, erased or destroyed; and

•

a right to claim compensation for damages caused by a breach of the Act.
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Subject Access
It is most often used by individuals who want to see a
copy of the information an organisation holds about
them. However, the right of access goes further than
this, and an individual who makes a written request
and pays a fee is entitled to be:
•

told whether any personal data is being
processed;

•

given a description of the personal data, the
reasons it is being processed, and whether it will
be given to any other organisations or people;

•

given a copy of the information comprising the
data; and given details of the source of the data
(where this is available).
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Subject Access
What data can I have?
"It follows from what I have said that not all information
retrieved from a computer search against an individual’s name
or unique identifier is personal data within the Act. Mere
mention of the data subject in a document held by a data
controller does not necessarily amount to his personal data.
Whether it does so in any particular instance depends on
where it falls in a continuum of relevance or proximity to the
data subject as distinct, say, from transactions or matters in
which he may have been involved to a greater or lesser
degree.“
Lord Justice Auld
Durrant vs FSA
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Subject Access
What data you cannot have
Confidential references
Legal Privilege Documents
Management forecasts
Negotiations with the individual
Any information if its release would prejudice:
• the prevention or detection of crime;
• the apprehension or prosecution of offenders; or
• the assessment or collection of any tax or duty or of any imposition of a similar nature.
Repeat requests
Third Party Information
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Subject Access
• In writing
• Confirm identity
• Fee

Comedian Mark Thomas said he made a subject access
request for information held on him by the Metropolitan
Police under the Data Protection Act.
He said the police held a file of seven pages containing
more than 60 individual items of intelligence. As a result, he
said he was taking legal action to remove his name from the
domestic extremist database.
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Preventing Processing
•

12

The Act refers to the “right to prevent processing”. Although this may give
the impression that an individual can simply demand that an organisation
stops processing personal data about them, or stops processing it in a
particular way, the right is often overstated. In practice, it is much more
limited. An individual has a right to object to processing only if it causes
unwarranted and substantial damage or distress. If it does, they have the
right to require an organisation to stop (or not to begin) the processing in
question.
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Preventing Processing
“On a straightforward reading of section
10, provided that the claimant proves that
he has suffered or is suffering substantial
unwarranted damage or distress as a
result of the processing of his personal
data by Google (as he says he has) and
has given written notice to Google (as he
has done) and Google do not advance any
reason for stating that the notice is
unjustified, the claimant is entitled to ask
the court to order Google to take such
steps as it thinks fit to comply with the
notice and the court is entitled so to order.”
[24]
Mr Justice Mitting
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Direct Marketing
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One final ‘right’
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More information – ico.org.uk
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Some final thoughts…..

But I do not believe that the current Data Protection Act needs to be revised as a
result of these events. It is, as a member of the judiciary said recently, an
‘inelegant and cumbersome’ piece of legislation, but the legislation was not the
problem. I suggest, however, that better guidance is needed on the collection,
retention, deletion, use and sharing of information
The Bichard Inquiry 2004
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Personal Data
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Questions
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